What is claimed is: A 
^^^S^ 1. A system for enabling the preparation and s^ure 
mariagement of an electronic document comprising: / 
5 a server processing imit and a server memory device 

electrically coupled to the server processing unit, / 

a client processing unit and a cliem memory device 
electrically coupled to the client processing unit, / 

a server program module, st6red in the server memory 
10 device, for providing instructions to the serv^ processing unit, 

a client program modiJfe, stored in the client memory 
device, for providing instructions to the/tlient processing unit, and 

a communication ihedium, communicatively coupling the 
server processing unit and the clien/processing unit; 

the client processing unit, responsive to the instructions of 
the client program module and^e server processing unit, responsive to the 
instructions of the sever prog/am module, being operative to: 
authorize access to the system; 
Generate at least one electronic document; 
/ prevent the creation of fraudulent versions of the 
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electronic document^ 



allow electronic signatures to be associated with the 

electronic docui/ent; and 

maintain an authoritative copy of the electronic 
25 document in/he server memory device of the server processing unit. 
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2. system of claim 1 , further comprising an input d^ice 

electrically coupled to the client processing unit, and wherein the cUen 
processing unit and the server processing unit are being operative toyuthorize 
access to the system by: 

the client processing unit 

receiving access information ^om the input 

device, 

transmitting the access in^rmation to the 
server processing unit over the communication medium( and 

receiving an authorizfed indicator from the 
server processing unit over the communications n/dium; and 
the server processing unit 

receiving the /ccess information from the client 
processing unit over the communications Wdium, 

verifyin§/hat the access information qualifies 
for granting access to the system, and 

transftiitting an authorized indicator to the 
client processing unit over the coXunications medium. 

3. The system /f claim 1 , fiirther comprising an input device 
, electrically coupled to the cliX processing unit, and wherein the client 

processing unit and the scJr processing unit are operative to generate at least 
one electronic document Wy: 

the /Client processing unit 

receiving pertinent information from the input 

25 device, 



integrating the pertinent information intcy an 



electronic template. 



4. The system of claim 3, wherein the electronic teftiplate 
includes predefined document information and a predefined dootoent format, 
and the client processing unit and the server processing unit ?cdk operative to 
integrate the pertinent information into the electronic temphfte by: 

receiving a complete indicator fi-om thfe input device, the 
complete indicator indicating that no additional pertineht information will be 
received by the client processing unit, and / 

merging the pertinent informapon and the predefined 
document information to generate the electroni/document conforming to the 
predefined document format. / 

5 . The system of claim U toher comprising an input device 
electrically coupled to the client processing unit, and wherein the client 
processing unit and the server processing unit are operative to prevent the 
creation of fi-audulent versions of the electronic document by the client 
processing unit, in response to o/nerating the electronic document, rejecting 
any attempts to modify the elefctronic document. 

6. The system of claim 1 , fiirther comprising an input device 
electrically coupled to tlfc client processing unit; and wherein the client 
processing unit and th6 server processing unit are operative to prevent the 
creation of fraudule/t versions of the electronic document by the client 
processing unit, i/response to generating the electi-onic document, encrypting 
the electi-onic document and generating a signature key based at least in part on 
the contents pf the electronic document. 
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7. ^Re system of claim 1 , further comprising an input device 
electrically coupled to the client processing unit, and the client proces^ng unit 
and the server processing unit are operative to prevent the creation of 
fraudulent versions of the electronic document by: 

the client processing unit, 

in response to generating the electronic 
document, encrypting the electronic document, and 

in response to an attempyto modify the 
electronic document, rendering the electronic documer/invalid. 

8. The system of claim 1, fiirther cjztaiprising an input device 
electrically coupled to the client processing unit, yfod wherein the client 
processing unit and the server processing unit a/e operative to allow electronic 
signatures to be associated with the electroni^ocument by: 

the client processing uni^ 

receiving/kt least one signature input from the 
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input device, 



signature input, and 



creating a signature file containing the 
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ftcrypting the signature file using an 
encryption key that is based at/east in part on the contents of the electronic 
document. 

9. The sy^em of claim 1 , further comprising an input device 
electrically coupled to Zchent processing unit, and the cUent processing unit 
and the server proces/ng unit are operative to maintain an authoritative copy of 
the electronic document in the server memory device of the server processing 
unit by: 
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^he client processinc unit 

receivi ig a submit indicator from the input 

device, and 

in respDnse to receiving the submit indicator, 
5 transmitting the electronic document and the electronic signatures associated 
with the electronic document to the sefl-ver processing unit over the 
communications medium; and / 

the server processing unit 

recenving the electronic document and the 
10 electronic signatures, I 

presenting any modifications to the electronic 
document and the signature file, amd 

pipviding an unauthorized copy indicator on 
any electronic and hard copies of/the electronic document, the unauthorized 
15 copy indicator indicating that the/ electronic and hard copies of the electronic 
document are not the authoritative copy of the electronic document. 
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10. method for creating an electronic agreement 
maintaining an authoritative copy of the electronic agreement, tha^nethod 
comprising the steps of: / 

(a) receiving a set of input information fro^ an input source, 
the set of input information including a subset of informatioh necessary to 
generate an electronic document; / 

(b) in response to receiving a compl/te indicator from the 
input source, the complete indicator indicating that th6 received subset of input 
information is complete, generating an electronic document by merging the 
subset of input information with a document template; 

(c) receiving a set of electr/nic signatures from the input 
source, whereby upon receiving the set of e^fronic signatures, the electronic 
document is considered an electronic agwfement; and 

(d) in response to «fceiving a submit indicator, storing the 
electronic agreement within an acce4 restricted computer system, the stored 
electronic agreement constituting/n authoritative copy of the elecfronic 
agreement. / 

11. The metltod of claim 10, fiirther comprising after the 
generating step, the step £^ providing a signature indicator to the input source, 
the signature indicatorZdicating that the generating step is complete and that 
the electronic docm^nt requires the input of the set of electronic signatures. 

1 2/ The method of claim 1 1 , fiirther comprising prior to the 
receiving a of signatures step, the step of encrypting the elecfronic 
document; 
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13. method of claim 12, further comprising after^ 
encrypting step, the step of preventing the electronic document fr<A being 
modified. / 

14. The method of claim 1 0, further comprisu/g prior to the 
storing step, the step of encrypting the set of electronic sig;fetures using an 
encryption key, the encryption key being based, at least impart, on the contents 
of the electronic document, whereby if the contents of^e electronic document 
are modified, the electronic signatures and the elecfa^nic agreement will be 
invalid. / 

15. The method of claim 1 0, fotther comprising prior to the 
storing step, the step of providing an indicai4 that the set of electronic 
signatures has been received and that the/^ectronic agreement is complete. 

16. In a distributed co/puter system including at least one 
server device and at least one clien^evice communicatively coupled to the 
server device, a method for mainlining an authoritative copy of an electronic 
agreement, the method comprising the steps of: 

(a) a clieht device receiving a set of input information from 
an input source, the set o/input information including a subset of information 
necessary to generate ^electronic document and a set of signatures necessary 
to make the electromfc document a binding agreement; 

/(b) the client device encrypting the electronic document 
using a first keAnd the set of signatures using a second key, the second key 
being based /least in part on the contents of the electronic document, whereby 
any modifi^tions to the electronic document would result in invaUdating the 
set of si^atures; 
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the client device transferring the encrypted electrojifc 
document and the encrypted set of signatures to a server device over a/ 
communications medium, the server device being access restricted Jhe stored 
electronic document and set of signatures constituting the only auftioritative 
5 copy of the electronic agreement. / 

17. A client system operating within an elect/onic document 
system, the electronic document system including a serve^a server memory 
storage device and a server program module, the client system comprising: 
a client processing unit; / 

a client memory device, a display device and an input device 
all electrically coupled to the client processing uhit; 

a client program module, stored in the client memory 
device, for providing instructions to the clioht processing unit; 

a communication medium, communicatively coupling the 
15 client system to the electronic document system; and 

the client processing unit, responsive to the instructions of 
the client program module, being operative to: 

authorize access to the electronic document system by 

/ receiving access information from the input 

20 device, / 

/ transmitting the access information to the 
server over the communication medium, and 

/ receiving an authorization indicator from the 

server processing imit over the communications medium; 
25 / generate at least one electronic document; 
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^^revent the creation of fraudulent versions of the elec^xmic 

document; 

allow electronic signatures to be associated with me 
electronic document by 

receiving a set of signatures from the input 
creating at least one signattu-e file containing 



device. 



the set of signatures, and 

encrj^ting the signat^e file using an 
10 encryption key that is based at least in part on the ^ntents of the electronic 
Q document; and 

fl transfer the electronic doofoient and the encrypted signature 

W file to the server over the communications itnedium. 

m 18. The client system afclaim 17, wherein the cHent processing 

h 15 unit is operative to generate at least /ne electronic document by: 

O receiving pertinent information from the input device; and 

merging t}(& pertinent information with predefined document 

information to generate ayelectronic document conforming to a predefined 

document format. 

20 1 9. 2lie client system of claim 1 7 wherein the client processing 

unit is operativeyto prevent the creation of fraudulent versions of the elecfronic 
document hy,AteT generating the electronic document, encrypting the 
electronic document and rejecting any attempts to enter additional pertinent 
informatron. 
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20. ^^Tie system of claim 17 wherein the clienj.pr6cessing unit is 
operative to prevent the creation of fraudulent versi^n^of the electronic 
document by: 

d^tetJtmg an attempt to modify the electronic 

5 document, and 

in response detecting an attempt, rendering the 

electronic dp<5ument invalid. 
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